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INNOVATIONS IN STRATEGIC
COMMUNICATIONS: A NEW APPROACH

Andrew Brian S. Sullivan

Despite the numerous and devastating attacks claimed by Islamist terrorists, individual
acts of terrorism are still not the greatest threat posed by these extremists. Rather, it is
the ideology, which is their strategic centre of gravity and which allows them to continually
recruit, finance and expand, that poses the greatest obstacle to successfully countering
this threat. Failing to effectively and proactively counter the spread of the ideology that
facilitates the expansion of religious-based terrorism gives the extremist elements of these
groups the initiative to develop however and wherever they please. That initiative then
reduces one’s own options to those of a reactive nature only.

This is not to argue that all current counter-terrorism options have failed, rather that the
list of options available remains incomplete to effectively deter and contain organizations
such as Al Qaeda and similar affiliated groups. Militarily, Canada and her allies in Afghanistan
can succeed in any battle with the Taliban. Socially and economically, significant steps
have been taken towards addressing the ‘root causes’ of terrorism both in Afghanistan
and elsewhere. However, it seems little is being done to directly confront the spread of
the extremist ideology that lays the groundwork for new terrorist organizations to form in
theatres of operations where such groups have not previously existed.

Fortunately, with the release of the Reports of the Defense Science Board (DSB) Task
Force on Strategic Communication in 2004 and 2008, the U.S. Departments of State and
Defense began to re-imagine information operations as a means to influence how civilians
in Middle Eastern conflict zones perceive the West. This represents a concerted effort
towards curbing the spread of this extremist ideology. While much credit must be given
to the authors of these Strategic Communication reports for recognizing the central role
of ideological competition in the War on Terror, there remains some room for improving
their findings. Disappointingly, the focus of the reports is solely on the role of broadcasting
and the internet in expanding U.S. influence around the world, without also elaborating
on a low-technology option. This singular approach is likely to blunt the potential positive
outcomes of any Strategic Communication initiative.

The Limitations of Broadcasting

While the Reports of the DSB Task Force on Strategic Communication correctly note
that U.S. Broadcasting Board of Governors’ (BBG) operations reach more than 155 million
people each week, they neglect to mention specifics. For example, Radios Sawa and Farda?
broadcast to 15 million listeners, but these listeners reportedly only tune in for the music
portion of the programming.® Consequently, these stations continue to “have little influence
on either governments or the ‘Arab Street’.” This lack of impact is largely because

Muslims generally and Islamists specifically do not lack for reliable information; much
less do they... prefer Western sources of information to their own. To the contrary,
many indicators suggest Muslims favour tuning in or reading reports prepared by their
co-religionists, trusting these more than what comes from non-Muslims.®

Furthermore, there are a wide range of reports prepared by the Muslim community. U.S.
broadcasting efforts must compete with As Sahab, the Al Qaeda media wing, Hezbollah’s
newspaper Al-Ahed (“The Pledge”), radio station Al-Nour (“The Light”), TV station Al-Manar
(“The Beacon”), and approximately “200 other stations [that] beam Arabic-language
programming to satellite dishes reaching even the poorest neighborhoods in the Middle
East and North Africa.”
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In addition to an abundance of satellite television and radio options, targeted audiences
with internet access are free to choose from a variety of new media forms.” Internet blogs,
videos, and websites have added to the spectrum of, and complicated control over, available
sources for information. As the 2008 DSB report notes, “People are free to choose content
that closely matches their own interests and biases.” This level of information saturation
means that “attention, not information, becomes a scarce resource.” As a result, the U.S.
is now faced with the dilemma of continuing current broadcasting efforts in the Middle East,
which have proven largely unsuccessful, or identifying a new niche to exploit.
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A significant non-technological niche, currently unexploited by Western forces, is the
human community. Specifically, person-to-person communication stands as one of the most
fundamental and universally trusted realms of information in contemporary societies. This
article will illustrate a framework for how introduced ideas might be effectively employed
in a counter-ideological strategy to confront Islamist ideology within the communities from
which terrorist organizations recruit. This strategy will be presented not as a competing
counter-terror option to replace those that are currently in use, but as an additional tool
designed to confront the spread of the ideology that facilitates and motivates individuals to
carry out terrorist acts. The framework will outline three elements, including the method by
which ideas transmit through a population, a mechanism by which ideas may be inserted
into a given community, and a suitable idea as the means to obliquely confront Islamist
extremist ideology. The purpose of this approach is to ‘inoculate’ a target audience against
an extremist doctrine by inserting an acceptable idea whose presence limits or prohibits
subsequent acquiescence to Islamic ideology. While not a ‘hearts and minds’ strategy,
this framework provides the first stratagem of its kind to engage in the counter-ideological
conflict that is the ‘War of Ideas’.

Weaponizing Ideas: A New Niche?

Memetics, the study of memes, is concerned with how ideas can spread through a
population to create a “social contagion epidemic,”® much like a virus transmits between
bodies. It is also concerned with how established concepts presently accepted within a
community are occasionally replaced by subsequent ideas. The application of memetics to
counterterrorism is concerned with creating an artificial, directed social epidemic to counter
or replace the extremist ideology within a given community or group. An epidemic of this
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type would be designed to elicit specific behavioural or attitudinal responses from the target
audience. Memes are spread by word of mouth interactions, thereby negating reliance
on modern communication technology such as the internet, radio, and television. Memes
have been used to explain a variety of social learning phenomena, and as a whole, include
attitudes, behaviours and beliefs, such as religious convictions." Religious ideology is itself
an example of this third type of meme.

Functionally, successful memes progress through four stages of replication. First,
memes are assimilated and internalized by the new host. In the second stage the internalized
meme is embedded in the host's memory where it is retained for future expression. The
longer it is retained, and the greater accuracy with which it is retained, the better its ability to
be spread. Third, the meme is made apparent to other potential hosts through its expression.
The expression will generally take the form of linguistic or behavioural articulation, but is
by no means limited to these possibilities. Fourth, when the expressed meme is passed to
a receptive host it is then transmitted again, thus completing the cycle from expression to
assimilation.?

Memes are self-replicating and omnipresent in all cultures, existing in the subconscious
background, or ‘socio-structural white noise’, that is the basis of every society. They act
as a subconscious influence on a person’s decision-making process by establishing the
subliminal parameters within which conscious decisions are made. As such, they remain
present within each member of a population, guiding their choices and actions. Due to the
ubiquitous nature of memes, as well as general reliance on oral transmission of information
in the cultures where the West is currently facing the threat of Islamic-driven terrorism or
insurgency, the ability to insert a specific message into the social network of a given group
would be a non-technological-dependent means of spreading anti-jihadist messages.
Relying on personal communication, such as gossip and rumors, instead of technology
or literacy-dependent options, will insure deeper social penetration with less traceability.
Through the manipulation of memes, the West may directly influence the interpretation of
perceptions in the War of Ideas.™ In this context, the objective will be to insert parasitic
memes into the natural flow of ideas within a specific community to create directed attitudes
and behaviours that contradict or deflect the messages sent by Islamist extremists.

Tipping Points: Creating Social Epidemics

It is not enough to simply introduce an idea and hope that it alters a population’s
perception. Certain factors must be reached to produce the necessary ‘tipping point’ where
a new social epidemic is created.

Social epidemics are idea-based social movements that spread through a population
by exponential, rather than geometric, growth. While not every individual will be ‘infected’
by the idea contained within the movement, exponential growth means that virtually no one
is left unexposed. The key to the shift between an idea that exists within a population and
a full-blown epidemic is the tipping point, the moment at which a noticeable change occurs
within the behaviour or perspective of a population. These points can best be thought of
as a snow fall. The degree difference between having snow and not having snow may be
only a few degrees, but the functional difference is green grass versus white snow. In a
social epidemic, the difference in behaviour associated with the spread of the idea may
be unobservable until the tipping point is reached. At this point, the change in behaviour
becomes evident. This unquantifiable characteristic of tipping points has led to many failures
in attempts to force, direct, and measure social epidemics. These three elements—that
ideas spread through a population exponentially, that little causes can have significant
effects, and that “change happens not gradually but at one dramatic moment”—are the
identifying characteristics of social epidemics.'

To counter an ideology that is spreading through a population like a contagion, a means
of ‘inoculating’ the ‘uninfected’ population must be found. The key to a successful memetic
counter-ideological strategy will depend on its depth of penetration in that population. To
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maximize the depth of penetration of the counter-ideology, the insertion will have to come
from several different directions simultaneously, mimicking a network or swarm attack.
It will have to expand from both the centre to the edges and the edges to the centre.
Memes provide the best heuristic model because they are “self-replicating concepts that
move through time and space without support from the source.”’® Additionally, they are
communicated along pre-existing social networks, meaning that they directly access an
established, multi-directional communication net, enabling memetic messages to be sent in
several directions simultaneously.
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Insertion: CAPs as the Mechanism

If word of mouth is to be the method of initiating a social contagion epidemic, then the
issue of establishing credibility with the target audience is crucial. One proven method of
building exceptionally strong psychological bonds of trust is through the sharing of intense
personal experiences. In a combat setting, these types of experiences can best be forged
through the deployment of military forces already in theatre in a Combined Action Platoon
(CAP) operation, similar to that employed by the U.S. Marines in the early part of the
Vietnam War."”

Historically, CAPs were an innovative approach to troop deployment designed to
overcome the growing problem of an increasing manpower shortage coupled with an
expanding tactical area of operations.” To solve this problem, the USMC conceived of
combining “a squad of marines with local Popular Forces (PFs) and assigning them a village
to protect [which] proved to be a force multiplier.”"® This almost accidental “bottom-up
strategy”® saw squads of “little more than a dozen Marines in villages, to support, train,
and fight with existing Vietnamese units defending their own homes.”?' Both the long-term
and proximate nature of the Marine deployment to the people they fought with presented an
inadvertent, but mutually beneficial, opportunity to engage in the War of Ideas that lay at the
heart of the insurgency in the Vietnam War.2

CAP deployment provided multifaceted opportunities for the Marines. These
opportunities included destroying the networks of social and physical infrastructure that
supported the insurgency; maintaining consistent, local, and direct security and law
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enforcement in the village; protecting friendly infrastructure, thus allowing NGOs to safely
operate in civic action programs; and organizing successful intelligence nets by accessing
pre-existing social networks.?®* In combination, this effort effectively provided better service
and protection to the population than was offered by the insurgents.?* Each of these factors
assisted in developing a high level of trust between the Marines and their hosts.

Furthermore, by posting the same Marines in one location for an extended period, the
villagers came to know that “the Marines were committed to them, and trust developed from
the personal contact of living, fighting, and dying together.”? As Marcus Corbin notes, “Living
near the people in the villages engendered the trust of the locals. That trust yielded the most
important ingredient of fighting a guerilla war—intelligence.””® The ensuing psychological
bonds and mutual trust manifested itself in the form of shared intelligence. It is not difficult
to imagine how sharing information leads to the mutual sharing and reinforcement of ideas,
perceptions and attitudes. This real world model illustrates the practicality of deploying a
CAP-style program in the current War of Ideas.

Auspiciously, there are grounds for assuming that a CAP deployment would be
well-accepted in Afghanistan, and potentially by other populations under threat from
Islamic extremism. According to the 2008 DSB report, a 2005 survey of 2,089 Afghanis
found that “81 percent held a negative view of Al-Qaeda’s [sic] influence in the world,” “88
percent held a negative view of the Taliban,” and “90 percent held an unfavourable (75%
very unfavourable) view of Osama bin Laden.” Additionally, the same survey found an “83
percent favourable (39% very favourable) rating” of U.S. forces in Afghanistan.?” In spite of
these attitudes (or perhaps because of), these people remain under threat from Islamists,
such as the Taliban. A CAP deployment by Western forces could provide the basis for
securing threatened populations, while simultaneously establishing the trust relationships
that are needed to permit new ideas and perspectives to be shared across cultures.

The model provided by the CAP deployment stands as an example of how human
relations, regardless of cultural idiosyncrasies, can be used to promote specific psychological
bonds that may influence cultural perceptions, attitudes, and beliefs. Although CAPs were
initially created to provide physical security, their presence allowed a unique opportunity
to engage in the War of Ideas. While the ideas in Vietham were socio-economic rather
than religious in nature, the CAP framework is applicable to the Long War against Islamist
extremists.

The Necessity of Oblique Memetic Attacks

Where new memes compete successfully, they will replace a target’s previously held
beliefs or ideas, yielding new paradigms. Where they fail to compete, they are simply not
re-transmitted and the tipping point is never reached. This is why newly inserted memes
have the best chance of survival if they are inserted in such a manner that they do not
compete directly with pre-existing memes. This oblique attack prevents the new meme from
being rejected before it has a chance to influence the host’s perspectives and be passed
on. An obligue memetic attack achieves its success by attaching itself to another similar
meme already held by the host that is also more powerful than the meme it is attacking. For
example, in a memeplex® as complex as religious beliefs, there are a core set of memes
that are fundamental to the entire paradigm.?® Each of these is supported by co-memes
that reinforce the core and other co-memes. A new idea that attacks the core meme directly
will be automatically rejected by the various co-memes that are designed, or have evolved,
to protect the core meme. This is a direct attack and it will fail. However, a new idea
that attaches itself to a core meme, and reinforces it while simultaneously attacking and
replacing the pre-existing co-memes with its own co-memes, will create a strong sense of
cognitive dissonance within the host’'s mind.* If the new meme successfully reinforces the
existing core meme while redefining the previous co-memes, a new paradigm will take root
in the mind of the host.
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Ijtihad—The Means

A significant obstacle to introducing new ideas lies in finding a concept which the host
is able and willing to internalize. Regardless of the level of trust established between two
parties, new ideas that directly contradict a host’s previously held beliefs will be quickly
rejected. As such, a subtle, indirect, or piecemeal introduction of new ideas, that also support
aspects of the host’s pre-existing perspectives, will be far more effective than wholesale
direct attacks on one’s beliefs. For example, proposing the dominion of a secular society
over religiosity to a devout Muslim will likely enjoy a spectacular rate of failure. Instead, any
message to be introduced must be carefully crafted to support the core beliefs of the target
audience while simultaneously undercutting, in this case, the Islamic extremist ideology that
has attached itself to the host’s religious and cultural worldview.

Current extremists have connected much of their ideology to the Muslim faithful by
employing their status as religious scholars, calling on Muslims to reject all non-Islamic
ideology.®' Their fundamentalist authority is perceived as an extension of the Koran, which
is considered the literal word of God. This ideological centre of gravity begs the question:
could the Koran and other fundamentalist structures be used to drive the target audience
to question the extremist interpretation of Islam, and by extension, the authority of its
promulgators?

Specifically, the history of Islamic scholarship has been marked by changes in its
interpretation by religious scholars. The current extremist reconfiguration of the Muslim
faith has required a nearly wholesale rejection of the Islam of the past. As Daniel Pipes
notes:

In rejecting a whole millennium, the fundamentalists throw out a great deal of their own
legacy, from the great corpus of Qur’anic scholarship to the finely worked interpreta-
tions of [Islamic] law.*?

The past century of ever growing extremist analysis has meant that “many fundamen-
talists are ignorant of their own history and traditions.”*®* However, those traditions have not
been lost by the wider Muslim community, and may be used to reintroduce concepts from
the past that would challenge the extremist perspective.

Derk Kinnane has identified
three core concepts central to
re-shaping the War of Ideas to
weaken extremist ideology, as
follows:  properly defining, or
re-defining, jihad and its role in
holy war; Sharia law as derived
from the Koran, the Prophet,
and established custom; and
ijtihad, an Islamic concept that
means thinking afresh about
Islamic doctrine.** The purpose
of ijtihad is to introduce critical
thinking about the state of Islam
within Muslim communities. By
dismissing the previous 1200
years of Islamic scholarship, extremists protect themselves by also rejecting this core
cultural tenet of Islam. While Kinnane’s first two concepts can be extensions of the third, it
is the memetic promotion of the concept of ijtihad that will be the key to obliquely attacking
the Islamists and blocking the spread of their ideology.

Joyiny Jo Asauno)

ljtihad Explained

litihad is a complex concept steeped in Islamic law. Islamic law (Shari’a) is derived
from the Koran, the book of God’s laws as revealed to the Prophet Mohammed in the
seventh century, and the Sunna, which are the legal traditions established by the Prophet
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in light of God’s laws. However, the Koran itself is more a book of customs or guidance
than codified law. It contains three different types of instruction: articles of faith, articles
relating to ethics, and regulations for society and the state. Yet no more than ten percent
of the Koran can be considered to constitute actual legal prescriptions. Rather than a book
of actual laws, the Koran and Sunna function, relative to Shari’a law, in the same way as
a constitution functions relative to a nation’s laws. The Koran and Sunna make clear “the
essential origin of legislation and prescription of law,” rather than dictating the actual practice
of those laws.* These specifics are left to Islamic jurists to deduce. The mechanism for
deducing these legal particulars is the function of ijtihad.%®

The process of ijtihad has been defined as being:

practiced by a jurisprudent to discover secondary divine legislation (laws) regarding
the organizing of human life and its diverse relations or endeavouring to discover and
deduce the Islamic laws and regulations from their sources.*”

In essence, ijtihad is the effort to derive societal laws from the Koran and Sunna that are
acceptable to God.*® Due to the ever-changing needs of society, ijtihad is also responsible
for interpreting and changing these laws as the context of the Muslim community evolves
over time.*® As new contexts emerge, these laws must then be re-thought.*

While it may be assumed that the degree to which Islamic law is debated would be
minimal, this assumption does not hold. Radwan Masmoudi, president of the Centre for the
Study of Islam and Democracy, acknowledges that although the Koran is universally seen
as the literal word of God,*' “there has been and continues to be substantial disagreement
about the meanings of certain verses and their application to different situations.”? Indeed,
for the first eight to nine centuries after the death of the Prophet Mohammed in 632, ijtihad
was “developed by Muslim scholars in order to understand and apply the message of the
Koran to varying societal needs and conditions.”? It was held that “without the process of
ijtihad, many human activities are difficult to develop in the sphere of an Islamic life.”

Interestingly, extremists such as those found in contemporary movements argue that
ijtihad has not been practiced since the late ninth century.** The basis for this argument is
that certain classical jurists of that period argued that all laws that could be derived from
the Koran and Sunna had been written in their perfect form and no further interpretation
was required. This argument has been called the “closing of the gate of ljtihad.”™® In the
absence of ijtihad, these jurists instituted the practice of taglid. Taglid is the imitation of
established traditions without relation to context. The belief that all Islamic laws exist in
perfection, and that no further interpretations are necessary is prevalent today, as “most
countries in the Muslim world prefer to practice taqlid using ljtihad only when the practice of
taglid cannot bring about the desired reforms.”” While not commonly accepted as fact by
conservative Islamic governments, as well as those infected with Islamist ideology, there is
ample evidence that ijtihad had been practiced before, during, and long after the supposed
“closing of the gate” and has not been entirely replaced with taglid either in theory or in
practice.*®

Historical Evidence for ljtihad

History abounds with examples of ijtihad in practice from the time of the Prophet to the
present day. For example, fifteen years after the death of Mohammed, the second Caliph,
Omar ibn-al-Khattab (reigned 634-644), today considered as one of the “Four Righteously
Guided Caliphs,” stopped cutting off the hands of thieves who were stealing out of the
necessity of hunger. Despite directly contradicting the Koran, which prescribes this exact
punishment, the change was deemed just and the Caliph held that justice was “supreme.”®
Caliph Ali bin Abi Talib, who was the fourth of the “Four Righteously Guided Caliphs,” argued
that as men and women speak for the Koran, interpretation of its dictates “is an essential
part of applying [Koranic] injunctions to the lives of Muslims.”° It is also said that Imam
Muhamma Ibn Idris al-Shafi’'i (767-820), a founding leader of the Shafi'i school of Islamic
jurisprudence, once gave a certain legal opinion in Baghdad. After moving to Cairo the
next year, he gave a very different opinion to the same issue. When questioned over his
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inconsistency, he replied “That was in Baghdad and this is in Cairo. That was last year and
this is now.”!

These classic jurists, among others, recognized the need for legal change as a social
context evolves. As Wael Hallag argues, the practice of ijtihad continued unbroken during
the formative first five hundred years after the death of the Prophet. This is due to the
persistent “differences among jurists, encouraged by ambiguities in legal terminology” which
made any consensus on the end of ijtihad “impossible to reach.”?

There appears to be little emphasis on legal reflection between the 13" and 18"
centuries. This is probably due to the retreat of Islam from Europe and the colonization of
Muslim countries by Europeans in the latter half of this period. However, Muslim revivalists
of the 18" and 19" centuries renewed the practice of ijtihad.5®* By the late 19" century, the
role of ijtihad had expanded, and was seen less as a “legal tool and more the key to an
Islamic weltanschauung based on rational thought.”>* The movement to restore the practice
gained such strength that in 1898, Mohammed Abduh, considered the founder of Islamic
Modernism, advocated the:

fresh interpretation of the principles found in the divine revelation as the basis of legal
reforms. Abduh also argued that ijtihad was not only the right of modern day jurists but
the only way by which Islam could adapt itself to the needs of today’s society.®

ljtihad continued to play a role in legal reforms across the Middle East and North Africa
during the 20" century.®® Most notably, in 1960 Pakistani High Court judge Mohammed
Shafi stated that “Reading and understanding the [Koran] implies the interpretation of it
which must be in the light of the existing circumstances and the changing needs of the
world.”” As late as the year 2000, the council of Muslim ulamas (religious scholars) in
Europe and the United States “decreed that it was permissible for Muslims residing in the
West to buy houses with mortgages and to pay interest on these loans.” Despite the fact
that this ruling directly contravenes the Koranic prohibitions on charging or paying interest,
it was justified on the grounds that Muslims in the West had particular financial and social
needs that had to be met in this context.5® The overwhelming evidence that ijithad has been
practiced almost continuously since the death of the Prophet, and the lack of consensus
that it had been completely replaced by taqlid, is strong evidence that this cultural norm still
exists in the Muslim world today.

Re-establishing ljtihad

Even in those areas where ijtihad has been more or less replaced by taqglid, it may
still be possible to reawaken the people to its practice. As taglid is the direct imitation of
classical practices, such as those found in the Koran, a Koranic basis for ijtihad needs to
be found to be imitated through taglid. Fortunately, Koran 21:78-79 illustrates that ijtihad
not only has a basis in the Koran itself, but the verses cite its usage “by the prophets
themselves.”™® Additionally, Koran 2:149, which speaks to the common practice of facing
Mecca when praying, cites God as having said “Wherever you are, face the sacred mosque
[in Mecca), and wherever you are, turn your face towards it.” In this passage “God Himself
indirectly encourages us to exercise our faculty of reasoning... to derive a logical conclusion
on certain matters.” This divine requirement elevates the practice of ijtihad to “the most
important source of Islamic law next to the [Koran] and the Sunna.”®®

Furthermore, the practice of ijtihad is sanctified within the Sunna
as well, where it is directly prescribed by the Prophet. This tradition
states that during Mohammed’s lifetime he appointed Mu’adh Ibn
Jabal as a judge in Yemen. According to the Sunna, the night before
the judge departed for his new post,

loyiny Jo Asaunod

The Prophet asked him: “According to what shall thou judge”? He
replied: “According to the Book of God.” “And if thou findest naught
oy therein?” “According to the Sunna of the Prophet of God.” “And if
Koran Cover thou findest naught therein?” Then | will exert myself to form my
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own judgment. And thereupon the Prophet said: “Praise to God who has guided the
messenger of his Prophet to that which pleases his Prophet.”’

This is direct recognition and approval of the practice of ijtihad in situations not
specifically covered by the Koran or Sunna. Consequently, whether from the Koran, the
Sunna, or ijtihad, legal theory is sanctioned by God as it is revealed in divine sources.

In Islam, as it is man’s duty to worship God, it becomes incumbent on mankind to
produce qualified jurists who will interpret the law as a means of worshipping God through
this creation. According to Wael Hallaq this obligation is such that “Until ljtihad is performed
by at least one mujtahid,®? the Muslim community remains under the spell of this unfulfilled
duty.”® Moreover, laws that are uncovered by mujtahids “are only estimated” and not
considered final, not even those laws that were “perfectly” formulated around the ninth
century. Therefore it is required that existing laws be scrutinized. This scrutiny should
be “pure and free from any fanaticism or internal or external factors such as political and
sectarian tendencies.”™ Thus, “it is the duty of a rightly guided mujtahid... [to] cancel in all
periods any of these sources which contradict the [Koran] and the Sunna or hold no water
before a scientific justification.”®®

That the practice of ijtihad is sanctioned by the Sunna and the Koran, prescribed by
the Prophet, and required by God should be evidence enough to convince any Muslim of
the duty of this practice. It remains incompatible to have a religion based on the Koran and
Sunna without the mechanism of ijtihad to interpret which derived laws are acceptable to
God in a given context. It is the religiously-immutable quality of ijtihad that makes it the
strongest candidate upon which to base a counter-Islamist meme.

Similar Programs at Work

Although the insertion of an oblique, religiously-derived, memetic attack by Western
military forces may appear radical, it should be noted that similar efforts have already
been employed in other contexts. Rejecting a reliance on the internet and other forms of
broadcasting to spread anti-extremist messages, Major General Douglas M. Stone, USMC,
recent commander of U.S. detention facilities in Iraq, “introduced ‘religious enlightenment’
and other education programs” for his detainees.®® The courses offered were taught by
moderate Muslim clerics who teach based on a moderate doctrine. According to Stone,
“Such schooling ‘tears apart’ the arguments of al-Qaeda.”®” These efforts are “part of waging
a war in what he called ‘the battlefield of the mind’.”®® Although it is not clear whether Stone
directly intended to employ concepts from the field of memetics to counter the willingness
of an audience to accept an extremist paradigm, it is clear that his efforts to insert an
alternative ideology has enjoyed some significant success.®

Stone’s program has a latent function as well. By offering an alternative ideology, the
detainees self-divide into those who accept the new perspective and those who flatly reject
it. In Stone’s words, this process “helps U.S. forces pinpoint the hard-core extremists.””°
Programs similar to Stone’s model are also being employed in Saudi Arabia, Singapore,
and elsewhere.” These initiatives have been successful in large part because they are
able to bypass the competitive nature of the broadcasting market, and tap directly into the
individual minds of their audience, thereby precluding the ‘information saturation’ obstacle
inherent in the DSB’s current recommendations.

Yet a significant problem remains if Stone’s approach is to be used to counter terrorism
more broadly. Specifically, his program is designed for prisoners. It is focused on those
individuals who have already committed, or attempted to commit, a terrorist act. Stone’s
initiative fails to reach outside of the confines of his prison, ahead of the decision by a given
individual to undertake a terrorist operation.

What is needed is a means to overcome this limitation and spread a similar counter-
ideology outside of the prison camp and into the community as a whole. By introducing an
effective alternative to Islamist ideology, those individuals who are not already committed
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to the Islamist course could be ‘inoculated’ against the extremist message. Conversely,
the hard-core Islamists who reject any alternative view could be readily identified by their
opposition to the new paradigm. Those individuals could then be identified as the most
likely to commit a terrorist act before an attack is launched. Building on Stone’s innovative
circumvention to the limitations of mass media broadcasts, memetics can be used to
generate an effective response to Islamist ideology in real world communities. A memetic
attack, designed from the positive experiences of the CAP operations from the Vietnam era,
would be an ideal means of countering modern extremist Islam.

Conclusion

Due to the nature and goals of Islamic-based terrorism, chiefly its need to replace its
dead recruits and its desire to expand across the Southern Eurasian continent, it relies
heavily on the spread of its ideology. Since ideas cannot be destroyed with munitions, a new
means of attacking this threat must be found. Yet there is an inherent flaw in the expectation
that broadcasting measures will have the desired propaganda effect of countering either the
negative perceptions of the United States or the extremist ideology. The passive nature of a
broadcasting strategy requires an active element within the community to encourage people
to tune in. This is especially true in markets with fierce media competition, such as those in
the Middle East. Fortunately, there are two possible means of overcoming this difficulty.

The first is to concentrate on the broadcaster. That is, increase the number of stations
carrying your message, increase advertising for the stations, and increase the number of
incentives used to draw in listeners. In short, these are all standard promotional strategies
used in modern Western media. Certainly, this would require a huge influx of money and
other resources to have even the potential to succeed. Additionally, a successful station
must still establish and maintain its credibility among the population.” This task may prove
insurmountable in areas where American credibility is at its lowest, and therefore where
such messages are needed most.

The second option is to identify, target, and dominate a niche that has not already
been exploited. Regardless of whether or not an individual tunes in to a radio program,
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virtually everyone in a given community is tuned into a social network. By ‘broadcasting’
a message along existing Muslim familial and social network lines the West may be able
to ‘inoculate’ a given population against the spread of extremist ideology. The key to
successfully immunizing that population depends on the depth and breadth of penetration
of a given counter-meme. By basing the counter-ideology on a central component of the
Islamic faith such as ijtihad, which is ordained by the Koran and the Sunna, the meme will
not be a foreign construct; as its tenets will be more or less pre-internalized by the Muslim
faithful. Thus, the inserted meme’s main function will be to draw this concept to the surface
of the target’s thinking. The pre-positioned nature of this concept will ease the insertion
and saturation of that meme. Furthermore, its penetration will be maximized by having
the insertion come from several different directions simultaneously, mimicking a network or
swarm attack. This networked attack will expand from both the centre to the edges, and the
edges to the centre, and may best be deployed via a CAP-style military operation.

The dissemination of information from the West may begin and continue with radio
broadcasts, and spread through newspapers, television, the internet, and cell phones, but it
must always be recognized that we should:

not overlook the fact that throughout history informal methods of communication such
as the gossip of the taverns, streets and marketplaces have been the standard local
media for transmitting information, and these informal channels coexist with all the
latest multimedia technology in contemporary societies.”

A memetic attack on an extremist ideology through community-insertion techniques,
combined with increased efforts in broadcast media, could result in a combined high-tech/
no-tech ‘pincer’ attack, leaving the Islamists no other avenue to spread their message.
No longer able to expand, current Islamists could be identified and detained before more
attacks take place. Fortunately, the message that the West should promote already exists
within the population. If it did not, many more Muslims would likely be extremists. Currently,
Islamists are trying to tip the balance on moderate viewpoints in their favour. The West's
counterstrategy must be to tip it back.
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